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Abstract: During this modern age of technology, security risk issues of smartphones have increased recently, despite the
high adoption of smartphones globally, with different ages of users and with a wide variety of smartphone functionalities
and services, such as, video calls, multimedia services, and Bluetooth and Global Positioning System (GPS). User data
and sensitive information has become more general and pervasive, because users have to agree on providing some of the
personal details, for example, an email address in order to download an app in addition to software use, such as Viber and
WhatsApp. Furthermore, users do not know if the mobile data accessed by application providers is legal or not. All these
reasons make for an easy penetration of smartphones and the manipulation of personal information of users, either
through malware or hackers. However, these risks will not stop in the future, as they evolve and grow with the
development of technology. Moreover, it is not legally acceptable. Consequently, this report discusses the diffusion of
smartphones, with an analysis of the increasing security risks of using smartphones globally. Also, this report covers
security risk statistics and examples, in addition to focusing on the security threats aspects from malicious software and
attacks by hackers. FlexiSpy and lkee.B are examples of virus software. Usually consumers do not achieve the main
purpose of using smartphones such as accessing their bank account and online shopping because of the worry of these
threats. For example, 12 million Americans had their identity stolen. Furthermore, it affects businessmen, politicians and
employees in companies. This paper focuses on legal and technical solutions which can control and manage the risks.
Therefore, users and companies need to use some of these important legal measures and techniques when using
smartphones in order to protect their devices from attacks. For example, users are advised to register with legal data
protection companies and buy only legal copies of software security. Finally, the research discusses some legal security
applications for users.
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INTRODUCTION:

The development of mobile device
technologies has rapidly increased during recent years.
This development has included both hardware and
software techniques. There has been an increasing
appetite for smartphones from users on a global level,
because of the ease of use, in addition to the services
and applications which are provided, Jeon et al. [1] On
the other hand, these functionalities enjoyed by
smartphones have led to an increasing in security risks,
such, as the impact of malware on them. However,

examples of virus applications, as well as security risk
examples. Also, there is a group of security software
that can identify these risks. Finally, this paper will
suggest solutions divided into two aspects: consumers
and corporations with supported examples.

DEFINITION AND THE FAMOUS TYPES OF
SMARTPHONE:

A smartphone is a type of mobile phone which
appeared recently, and is a combination of the services
and functions of mobile phones and computers.

smartphone became such as the computers vulnerable to
malware threats and attacks are more than that.

This paper presents the case study of
smartphone prevalence worldwide and then will focus
on an analysis and detailed discussion of the risks
associated with their use, in addition to smartphone risk
statistics. In fact, there are two sources that are risks to
smartphones which effect consumers, employees and
companies. The research will cover these threats with

Furthermore, it includes many advanced features and
facilities. For example, most have internet access,
different kinds of applications, web browsers, a high
ability of communication video calls, multimedia
service, games, Global Positioning System (GPS),
network and easy use of operating systems with a touch
screen. They can also share data and have apps [2,3].

The most famous makes of smartphones are
iPhone Apple and Android ‘Samsung’, in addition to
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“Research in Motion (RIM) Blackberry, Symbian, and
Therefore,

Windows Mobile-based devices” [3].
customers have adopted and used them for personal and
business purposes, in different areas of the world, and
their platforms have become famous [4]. Siciliano [5]
claims that 417 million mobile phones were sold in
2010 worldwide, and that smartphones sales made up to
19.3 percent of them. Furthermore, there are up to 5
billion Smartphone users worldwide.

ANALYSIS OF THE  DIFFUSION
SMARTPHONES GLOBALLY AND
INCREASE OF SECURITY RISKS:
Kakihara [6] summarized in his study the
diffusion of smartphones globally. The study covered
28 countries and an analysis of consumer behaviour in
adopting smartphones between 2011 and 2013, as

shown in figure 1 that demonstrates smartphone
penetration.
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Fig-1: Hlustrates the diffusion of smartphones globally, Kakihara [6].

However, these multi-purpose smartphones
require more personal information of users, for
example, an electronic mail address, home address,
personal photos and a phone number [4]. All these
things influence security risk issues. Furthermore, Chin
et al. claimed that despite the popularity of the
smartphones in the world, users still do not achieve the
full potential and benefit of their smartphone devices
because they are worried about the privacy and security
risks [7]. For instance, half of American adults have
smartphones, but purchases made by mobile phones
only make up just 3 percent of overall online shopping.

As Chin et al. add in another instance, a recent
commercial survey shows that 60 percent of device
users do not make payments using their mobiles
because of the uncertainty regarding security [7].
Customers are worried that they will be putting their
financial and personal information at risk.

Chin et al. claim that to provide, improve and
increase smartphone securty, users need to understand
the danger and worries of dealing with it [7].
According to this, Chin and et al, studied 60
smartphone user opinion about excecuting a specific
action using their mobile compared with a laptop. For
example, the tasks were managing their bank account,
online shopping, social safety numbers and health data.

This study also covers smartphone applications
for Android and Apple, and the understanding of all
installation aspects; for example, which sources
individuals usually use to gain them and whether these
sources are reliable. Finally, the result of Chin et al.
showed firstly, that individuals are extremely concerned
when conducting their business, especially when
connected with finance because of the risk to privacy
[7]. Secondly, users are worried about theft, personal
data damage and malicious or cunning applications. In
addition, there is also the threat of wireless network
assailants, as illustrated in the following figure 2.
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Fig-2 shows smartphone threats from 2000 to 2013 compared with 2013 only, Kelly [8].

SMARTPHONE RISK EXAMPLES AND
STATISTICS OF UNLAWFUL DESTRUCTION:

According to Orlando Sentinel [9] statistics
show that 12 million Americans had their identity stolen
in 2011. In addition, 62 percent of smartphones users do
not have a good security application on their devices to
save them from attacks. As Lipka [10] added, one-third
of smartphone users are more susceptible to identity
theft. Another study by Rotenberg [11] uncovered that
533 million cases were registered in the reports of
Privacy Clearinghouse about information being
penetrated via smartphones.

HP company completed a study about the level
of applications’ security risks. This study covered more
than 2000 software from 600 different organizations.
The results showed that 97 percent of surveyed software
included weak privacy points.  Additionally,
approximately 86 percent of them were without
standard features of security, while 75 percent of the
contained weak encryption issues, Jundi [12].

ASPECTS OF SECURITY THREATS FOR
SMARTPHONES:

There are two kinds of threats to smartphones.
In fact, both of them occurs with the use of applications.
First of all, there is penetration by malicious software
which tampers with the contents of the device to annoy
users and which is completely similar to those that
occur with computers. Secondly, there are breakouts by
hackers and attackers. This kind involves the attacking
and intercepting of personal information, such as user
name and password [13]. This will be discussed later in

detail; therefore, the following are some examples of
these applications:

MALICIOUS APPS:

This type of malware was created more than
ten years ago to affect and threaten smartphone
security, and increased in 2004. For instance, Cabir is
kind of Bluetooth worm impacting apps, and it moves
between smartphone devices with Bluetooth. It aims to
keep Bluetooth always connected, annoying users and
manipulating the data, Technical Information, [3].

IKEE.B:

Is the other important example, because it was
a first iphone worm and it is one of the malwares
inspired by financial motivation, created by an
Australian programmer. This virus runs on iPhone
Apple and it affects them through the manipulation of
stored delicate financial data, in addition to the
movement from the device to others and control by
WiFi. However, those especially at risk are those who
firstly have installed a secure shell application which
allows them remote control. The hacked system allows
them install unreliable apps from the Apple store,
especially, users do not change the default password of
the secure shell application [14,15].

FLEXISPY:

Is a type of Spy software, and it works as
commercial spyware on smartphone devices. It is priced
up to $349.00 per year. It has many extremely
dangerous function and abilities. For example, it can
eavesdrop on calls remotely, tapping the calls when
they occur, accessing and reading the texts of short
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message service and call logs in addition to electronic
mail. Displays and location of the user can also be
discovered through GPS. Also, it can control and
change emails remotely. Furthermore, it can control all
phone communication by accepting or rejecting it.
However, FlexiSpy has the ability to apply all these
dangerous jobs without being detected [3, 16].

Malware Statistics

World Malware Map - April 2013

In a critical way, this application claims that it
is an educational program, but in fact, it has serious
functions on the smartphones when users install it [3].
Therefore, the individuals have to understand these
threats and how to deal with it, especially, if the
consumer has sensitive information on his phone, or is
part of an important working environment, such as an
employee of the bank, company or government. Global
malware statistics are shown in figure 3 below.

Where is most malicious code being hosted in the world?
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Fig-3 shown global malware statistics, Canadian [17].

SECURITY RISK EXAMPLES:

The President of the United States, Barack
Obama, stressed in more than one meeting that he does
not use Apple's iPhone due to issues regarding security
because the iPhone does not cover the required level of
security clearance[18]. This is despite the iphone
occupying the first place in terms of reliability and
sobriety in smart devices (then followed by Samsung).
As the Washington Post stated there are some legal
limitations and legitimacy, which does not allow the
country's director to use the digital devices as a public
user [19].

Whittaker [20] gives the example about the
registered case by security researchers of FireEye about
a security flaw in the operating systems 10S 7 and 10S
8 called ‘Masque Attack. This flaw uncovered fake
download applications via reliable applications such as
Google Mail to bring the device under the control of
electronic hacking. The idea is to lure the user to press
the subversive malware links or a text message to install
them, and then the application that was installed will be
tooled to theft device information without the user's
knowledge. This has been know to attack versions of
I0S7.1.1,7.1.2,8.0, 8.1and 8.1.1.

Security Issues [13] confirmed that when
consumers in some countries use the internet in public
and congested places, for example, markets, public
libraries and restaurants, where the Internet connection
is unencrypted and non-security, this provides an easy
opportunity for attackers and hackers to penetrate
personal information such as user names and
passwords. This then allows access to various financial
infromation and other accounts, such as bill payments,
bank account access and financial transfers. Even if the
user has the protection program of the bank, the attacker
can make changes to the information path from the
secure path to insecure path to be able to penetrate them
more easily.

THE IMPACT OF SECURITY RISKS ON
COMPANIES AND STAFF:

Buliox claims their study showed the effect of
using smartphones on the employees [21]. The private
communications devices for companies may be subject
to legal surveillance. Therefore, when the employees
use their private smartphones for email or
communication rather than companies' devices, this
means they will be on probation. Here is a very
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important issue, as the impact will be from two sides:
firstly, the risk on the privacy information for
employees, and by the tracking communications legally
from the Company. Secondly, there could be a
catastrophic effect on the privacy information of
companies or banks through the easy access of the

Exposed Infrastructure

attackers into employees’ smartphones, because they do
not contain any strong protection system, and the result
is that companies’ information will be in enormous
danger when the employees use their own devices, as
illustrated in the following figure 4.
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Fig-4 shows the use of smartphones across unreliable networks by employees, [22].

The best example is ‘BYOD- Bring Your Own
Device’; this is one of the policies that is used by some
companies. It allows for employees to do the
company’s communications by using their own
smartphone. Therefore, this policy is incorrect, because
they may not have a security application on their
phones, and that will put the organization’s information
at enormous risk in addition to the employee’s
information [23].

RESULTS OF THE DISCUSSION

The legal measures and procedures of
smartphones security risks in technology : “Data
protection brings positive benefits to the management
of information and, properly applied, is not a barrier to
effective business practice in either the public or the
private sector ” [24]. Data controller “means a person
who determines the purposes for which and the manner

in which any personal data are, or are to be, processed”
[25]. Use of Codes of Practice — Information Security
Management ISO 2006. Therefore, the solutions can be
divided into two main points.

Firstly, the Legal technical responsibilities
for companies: to avoid all the risks, attacks and
threats, at first, do not use ‘BYOD- Bring Your Own
Device’ because it is incorrect policy and leads to many
security information risks. Employees should only use
the company devices during work time and they should
have a strong operating system with continually
updated protection applications. Another point is that
employees should only buy the original copy of
software security. Alos, there should be more active
security measures about sensitive information of the
organization, for example, VolIP protocol [23, 26], as
illustrated in figure 5.
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Fig-5 shows the use of smartphones via reliable protocols by employees [22].

Secondly, the technical legal responsibilities
for individuals: Firstly, consumers should not break
the smartphone security system which is provided by
Android or Apple stores, to obtain free applications,
because this is the main reason of threats. Also, they
should not install or download free and unlegal
applcations or, unofficial and unknown resource
software such as Amazon Appstore. Thirdly, they
should click on links from mailings and advertisements
that are from an anonymous source, because they are
just a hoax, especially, anything conncete with finance.

In addition, users should not save sensitive
information on their phone, especially information such
as banking accounts passwords. This will ensure that
consumers will be protected, even if they lose or have
their devices stolen, because 24 percent of users did that
[5]. Also, buying the original and legal copy of software
security will be reliable from the smartphone platform
such as Google Play, with continually updated
antivirus applications Mylonas et al. [26], for example
AirWatch and the AirWatch Software Development Kit
(SDK) [27].

Moreover, if the operating smartphone system
included security features, the usuer should enable all
these functions. The best example of protection is using
a PIN to lock the phone; however, 55 percent of
individuals do not use it, and for that reason their
phones are susceptible to piracy [5]. An important
point, especially for officials and individuals who

working in important places, is for them to remove their
phones names from remote access services by re-
registring on the servers, Beach et al. [28].

Therefore, all these protective methods will
help people to protect their smartphones from two
aspects of the risks; firstly, from malicious applications
such as a worm virus; and secondly, from targeted
attacks, which target specific individuals or use smart
phones to attack them [13].

Recommendation of some legal security
applications for users: Encryption applications, which
means all the communications between the user and the
aim points will be encrypted is called ‘end- to-end
communications’ and furthermore, it is highly useful
especially, for communications in public places. This is
illustrated in figure 6 below. This means there is no
opportunity for ‘the man in the middle’ to intercept the
information through hacking attacks [13]. In addition to
anti-malware applications, lookout security is also vital
such as Snap Secures, BullGaurd Security 10, IHound
for iphone And Family Tracker, McAfee Wave,
KasperSky, F-Secure, Norton Lite, Virus Barrier, Dell
Sonic Wall and Web root. Consequently, all these
security softwares have the same aim, but some of them
with different functions to protect users’ smartphones
from all the risks and attacks, which are coverd in this
paper. Therefore, users can install them via the Apple or
Android store.
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Fig-6 shows the automated enforced update of Dell Sonic Wall (for internet and smartphones), [29].

The recent study in 2014 showed that Apple
and Google companies launched a new operating
smartphone system, which prevents the return of all the
removed data on users devices in order to protect the
personal data [29].

In conclusion, the diffusion and adoption of
smartphones, such as the Apple iphone and Samsung,
continues worldwide, especially in this ‘age of
technology’. However, there are many security risks
connected with this diffusion and also with the
functionality enjoyed by these devices. For example,
determining the user's location using GPS service,
accessing sensitive information whether for consumers
or at company level. Risk also includes the penetration
of financial information, emails and spying on calls, as
even the President of the United States, Barack Obama,
pointed out.

Furthermore, all these risks happen firstly by
attackers and hackers and secondly by malicious
software, such as, IKee.B and FlexiSpy. Research has
found that consumers most affected by these risks are
those who do not have legal protection programs, or
they have disabled the protection system to obtain free
apps. Furthermore, there are companies that allow
employees to implement corporate communications
using their  smartphones.  Moreover, security
vulnerabilities can also be found in operating systems
such 10S 7, 8 for iPhone.

Subsequently, research has discovered the best
legal security solutions. For example, companies need
to be responsible and provide active security systems
and legal technical protocols to protect the company's
communications network, such as VOIP protocol.
Also, they should not allow employees to do the
company’s work using their own devices. Also
employers, should activate the phone’s security
properties, use legally protected platforms to install
applications, do not follow announcements from an
unknown source, and in addition continually update
antivirus applications. Furthermore, employees should
use the recent security applications, which run on
different platforms such as Encryption, McAfee Wave,
KasperSky and lookout security.

RECOMMONDATIONS:

There should be an establishment of
specialized legal international organizations, for
instance, 'The European Network and Information
Security Agency' to increase security awareness among
smartphone users through identifying the current and
future risks, and then identifying security measures and
procedures to address them. Also, users should not use
the open platforms which provide free and unprotected
software, such as Android platforms. In addition, users
should not save sensitive information on mobile
devices, especially the financial data. Finally,
Smartphone companies must serioulsy tackle security
vulnerabilities in operating systems and issuing
protection software, to generate confidence in
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smartphones use, especially in terms of access to digital
information.
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